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HARASSMENT: 

Twitter: On Twitter, abusive behaviour in this regard includes inciting or 
engaging in the targeted abuse or harassment of others. Some of the 

factors that Twitter may consider when evaluating abusive behaviour 
include:
• if the primary purpose of the reported account is to harass or send 
abusive messages to others;
• if the reported behaviour is one-sided or includes threats;
• if the reported account is inciting others to harass another account; 

and
• if the reported account is sending harassing messages to an account 

from multiple accounts. 
Police: Women may also file a complaint under S. 354D of the IPC.

WHAT CAN BE REPORTED:

VIOLENT THREATS (DIRECT OR INDIRECT):  

Twitter: On Twitter, abusive behaviour in this regard includes making threats of 
violence or promoting violence, including threatening or promoting terrorism. 

Police: Under the IPC, this would fall under Criminal Intimidation. 
Criminal intimidation is defined under S. 503 of the IPC as threatening to 
harm
• someone’s body, reputation and/ or property or 
• the body or reputation of someone that person is interested in, with the 

intent to 
• cause alarm, or 

•  to make that person do something they are not legally bound to do, or 

• to make them omit doing something they are legally entitled to do. Punishment is outlined in S. 506 IPC 
as imprisonment for up to 2 years, or fine, or both. However, in case the following threats are made, 
imprisonment may extend to 7 years.
• Death
• Grievous harm
• Slanderously implying that a woman has gone beyond the morally acceptable standards of sexual 
behaviour in the society.
 Eg. If A is stalking B online and B makes it clear she will file a complaint and A makes a threat in 
resresponse, this is criminal intimidation.



PRIVATE INFORMATION: 

Twitter: Publishing or posting other people's private and confidential information, such as credit card 
numbers, street address, or Social Security/National Identity numbers, 

without their express authorization and permission constitutes abusive 
behaviour in this regard as per Twitter guidelines. This also applies to 

posting intimate photos or videos that were taken or distributed 
without the subject's consent. 
Police: This is also an offence in India under S. 72A of the 
Information Technology Act, 2000. This offence requires the intent 
or knowledge of likelihood to cause wrongful loss or gain 

when disclosing private information without consent. Punishment is 
outlined as imprisonment for up to 3 years, or fine or both.

Tips:
•  Put on Login Verification on Your Twitter Account (essentially 2 Factor Authentication): 
https://support.twitter.com/articles/20170388 
• Use strong passwords; use more than 10 characters, use uppercase and lowercase and symbols.
• Don't use the same password for all your emails/social media. In fact, use different emails for different        
social media apps. Therefore if your email is compromised, you would have not put all your social media 
accounts at risk.
• Update your app as it helps with security; as these programs are continually updated to protect against    
security flaws that could be exploited by cyber criminals. Do the same with your devices and browsers. 

HATEFUL CONDUCT: 

Twitter: On Twitter, abusive behaviour in this regard involves promoting violence 
against or directly attacking or threatening other people on the basis of: 

• race, • ethnicity, • national origin, • sexual orientation, 
• gender, • gender identity, • religious affiliation, • age, 
• disability, or 
• disease. 
Police: A police complaint may also be filed in this regard under S.153A or 

S. 295A of the IPC, which are aimed at maintaining harmony but serve to 
primarily protect religious sentiments. 

   

The punishment for both offences is imprisonment for up to 3 years or fine or both. These sections do not 
mention several of the categories listed by Twitter, including but not limited to sexual orientation, gender 
and gender identity.



PORNOGRAPHY

Twitter: One may report obscene or pornographic images being used in 
user profile photos, header photos, and/or background images on 

Twitter. Twitter’s policy states that users may not use pornographic or 
excessively violent media in their profile image or header image. 
Twitter may allow some forms of graphic content in Tweets marked 
as ‘sensitive media’. When content crosses the line into gratuitous 
images of death, Twitter may ask that you remove the content out 
of respect for the deceased. 

Police: Under S. 67 of the Information Technology Act, 2000, 
publication and transmission of pornography through the internet is an 

offence and a police complaint may be filed in this regard. The punish-
ment for this is imprisonment for up to 3 years and a fine which may extend 

         to 5 lakh rupees on first conviction, or up to 10 lakh rupees on a subsequent 
conviction.

CHILD SEXUAL EXPLOITATION:

Twitter: Any images or content promoting or distributing child sexual exploitation 
is abusive behaviour under the Twitter guidelines. This can be reported on 

Twitter by following this link: https://support.twitter.com/forms/cse
Police: Any content suggesting child sexual exploitation may also be in 
violation of S.11 and/ or S.13 of the Protection of Children from Sexual 
Offences Act in India. The punishment for these offences can be found 
in S.12 and S.14 of the Act respectively. The former deals with sexual 
harassment, which is punishable by imprisonment for up to 3 years 

and/or fine. The latter is concerned with the use of a child for pornograph-
ic purposes and has variable punishments depending on the offence. Any 

information MUST be reported immediately. Failure to report any violations in 
this regard may be punishable by law.

The childline in India is 1098. This offers support and counselling for child victims as well as child 
offenders concerning online exploitation and abuse. 
Alternatively, you can avail the services of Aarambh India, which provides an internet hotline to report 
online child sexual abuse. This hotline has been launched in partnership with the Internet Watch 
Foundation, inaugurated by Maneka Gandhi. The link to report online is at http://aarambhindia.org/report

XXX



MULTIPLE ACCOUNT ABUSE:

Twitter: Creating multiple accounts with overlapping uses or in order to 
evade the temporary or permanent suspension of a separate account 

constitutes abusive behaviour in this regard on Twitter.  

Police: If the same person is using this to establish contact or 
monitor internet behaviour, a woman may file a complaint under 
S. 354D.

IMPERSONATION: 

Twitter: On Twitter, abuse in this regard involves impersonating others through 
the Twitter service in a manner that is intended to or does mislead, confuse, 

or deceive others. Parody accounts are not classified as impersonation.

Police: If the same person is using this to establish contact or monitor 
internet behaviour, a woman may file a complaint under 
S. 354D.

SELF-HARM: 

Twitter: When Twitter receives reports that a person is threatening 
suicide or self harm, they may take a number of steps to assist them, 

such as reaching out to that person expressing their concern and 
the concern of other users on Twitter or providing resources such 
as contact information for its mental health partners. If someone 
you know is suggesting self harm on Twitter, you can notify Twitter 
or connect them to Twitter’s mental health partners.
For more localized support, including details of psychiatrists and 

psychologists in your area, visit www.shesays.in/directory



STEPS TO FOLLOW:

       
 • You could report the issue to either Twitter or the police, or both.

Detailed steps for how to report to Twitter are below-
• For steps on how to report to the police, visit http://shesays.
in/sexual-harassment/police-station-what-you-need-to-know
• The police can contact Twitter to further the investigation. If 
contacted by the police, Twitter can work with them and provide the 
necessary information for their investigation of the threat. 

• You can get your own copy of your report from Twitter to share with 
the police by clicking Email report on the We have received your 

report screen on Twitter. The emailed report will contain helpful informa-
tion such as the tweet you reported, the url where it can be accessed, the          

   content of the tweet, the time when it was produced as well as the url and name 
of the account that produced it for future reference. The contents of this report are vital to aid the police 
in their investigation.

OTHER RELEVANT NON-CONDONED BEHAVIOUR:

• Graphic content: You may not use pornographic or excessively violent media 
in your profile image or header image. Twitter may allow some forms of 

graphic content in Tweets marked as sensitive media. When content 
crosses the line into gratuitous images of death, Twitter may ask that you 
remove the content out of respect for the deceased. 
• Unlawful use: You may not use Twitter’s service for any 
unlawful purposes or in furtherance of illegal activities. 
International users agree to comply with all local laws regarding online 

conduct and acceptable content.
.

HOW TO REPORT ON TWITTER

Violations you can report Tweets for include spam, abusive or harmful content, impersonation, 
copyright, or trademark violations. You can report any Tweet you see on Twitter, including Tweets 
in your Home timeline, the Notifications tab, or in Twitter search.

1. How to report profiles for violations:
1. Open the profile you’d like to report.
2. Select the more button         (on web), tap the gear icon        (on Twitter for iOS), or tap the 
overflow     icon(on Twitter for Android).
3. Select Report and then select the type of issue you’d like to report.
4. If you select They’re being abusive or harmful, twitter ask you to provide additional 
information about the issue you’re reporting. They may also ask you to select additional Tweets 
from the account you’re reporting so we have better context to evaluate your report.

5. Once you’ve submitted your report, Twitter will provide recommendations for additional actions 

you can take to improve your Twitter experience. Recommendations may include provision of 

information about tools available to you to prevent experiencing similar situations in the future. 

You can protect yourself through tools such as ‘Mute’ or ‘Block’ by following the instructions 

Twitter will provide when you complete your report of abuse.

2. How to report Media for violations:

1. Navigate to the Tweet you’d like to report.
2. Click or tap the more icon        on web; the   ic  on on iOS; or the overflow icon     on Android.
3. Select Report.
4. Select It displays a sensitive [image/video/media] – such as violence and nudity
5. Twitter then provides recommendations for additional actions you can take to improve your 
Twitter experience.
Please remember that if you are seeing something you don’t like, and Twitter hasn’t placed a 
warning label before it, it’s possible that it doesn’t meet their threshold for a warning on the 
media.

3. How to report a Tweet or Direct Message for violations:

1. Navigate to the Tweet you’d like to report.
2. Click or tap the more icon        on web; the      icon on iOS; or the overflow icon     on Android.
3. Select Report.
4. If you select They’re being abusive or harmful, Twitter will ask you to provide additional 
information about the issue you’re reporting. They may also ask you to select additional Tweets 
from the account you’re reporting so we have better context to evaluate your report.
5. Once you’ve submitted your report, Twitter will provide recommendations for additional actions 
you can take to improve your Twitter experience.

4. How to flag an individual Message using the Twitter for iOS or Android app: 

1. Tap the Direct Message conversation and find the Message you’d like to flag.
2. Tap and hold the Message and select Flag from the menu that pops up.
3. Select Flag as spam or Mark as abusive.

 5. How to flag an individual Message on the web:

1. Click into the Direct Message conversation and find the Message you’d like to flag.
2. Hover over the Message and click the flag icon      when it appears.
3. Select Flag as spam or Mark as abusive and click again to confirm.
 
6. How to flag a conversation using the Twitter for iOS or Android app:

1. From the list of Direct Messages in your inbox, swipe left on the Message conversation you’d 
like to flag.
2. Tap the flag icon  
3. Select Flag as spam or Mark as abusive.
 
7. How to flag a conversation on the web:

1. Click into the Direct Message conversation you’d like to report.
2. Click the more icon
3. Select Flag.
4. Select Flag as spam or Mark as abusive and click again to confirm.
It is also possible to submit an Emergency Request as follows [extract taken from Twitter at 
https://support.twitter.com/articles/41949#15]:
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1. When the aggrieved user reports the offender on  Twitter, the Twitter account of the alleged 
offender is then muted for the person filing the report. You will not get notified or even see the 
content if the alleged offender further attempts to contact you.
2. Upon the report being filed, the platform i.e Twitter then reviews the report and may 
request additional information from the reporting user when necessary.
3. Twitter will upon receiving pertinent information, evaluate how to proceed. 
4. They can :
 a. take no action, 
 b. contact offender to request more information about the reported tweets, 
 c. temporarily block the account pending the deletion of certain tweets by the user, 
 d. temporarily block the account pending the deletion of certain tweets by Twitter, 
 e. permanent suspension of the account. 
5. Should the offending account remain on the platform, aggrieved user will be able to use 
tools such as block or mute to prevent further interaction, but should the issue remain, they 
will also be able to report the content to Twitter again and  provide further context.

What happens once you have submitted a report? 

Once you have submitted your report, Twitter will review the reported account and/or Tweets. 
If they determine that the account and/or Tweets are in violation of their policies, they will take 
action based on the severity of the violation, and they may ask the reported and the report-
er(s) to submit Tweets, links, and other evidence that might help determine this. Such action 
may include the following:
• Warning the user
• Suspending/locking the account temporarily
• Suspending/locking the account permanently
Twitter may also ask the violating user to remove specific tweets before they can interact with 
the site again. Twitter can also temporarily lock the account for a cool off period. Twitter's 
action will depend on the severity of the violation of its rules and the overall behaviour of the 
violating account.
Twitter also works with the police when required. As mentioned above, if contacted by the 
police, Twitter can work with them and provide the necessary information for their 
investigation of the threat. However, it is important to note that some violations are only 

considered offences under Twitter guidelines as opposed to by local law.

Who can take private information from Twitter?

Non-public information about Twitter users will not be released to law enforcement except in 
response to appropriate legal process such as a subpoena, court order, or other valid legal 
process – or in response to a valid emergency request, as described above.
Requests for the contents of communications (e.g., Tweets, Direct Messages, photos) require a 
valid search warrant or equivalent from an agency with proper jurisdiction over Twitter.

Will Twitter notify users of requests for account information?

Yes. Twitter's policy is to notify users of requests for their account information, which includes a 
copy of the request, prior to disclosure unless they are prohibited from doing so by local laws. 
Exceptions to prior notice may include exigent or counterproductive circumstances (e.g. emer-
gencies regarding imminent threat to life; child sexual exploitation; terrorism). They may also 
provide post-notice to affected users when prior notice is prohibited.



WHAT HAPPENS NEXT:
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gencies regarding imminent threat to life; child sexual exploitation; terrorism). They may also 
provide post-notice to affected users when prior notice is prohibited.

                                                                                                                                                                                                                          Disclaimer: Nothing stated in this guide should be construed as legal advise.
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